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RESPONSE GAP
IMPACTS

Weak IR Wreaks Havoc
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Financial Impact
Increased losses from business

disruption, recovery, and remediation.

Security Impact
Persistent threats due to incomplete
investigation and containment.

Compliance & Legal Impact
Regulatory penalties and legal risks
from improper incident handling.

Operational Impact

Downtime and delays caused by
ineffective response processes.

Reputational Impact
Loss of customer trust and
damage to brand reputation.

Business Continuity Impact
Service disruptions affecting critical

business operations.

Is your team
Response Ready

Deck Document

Process Model



Process Model
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What was the last time your IT
saw a real Ransomware attack.

Get your process to wake up
Get it activated

01

02

Redesign IR for activation
Get your team Ransomware Ready03

Ransomware
Response

Service

01 02 03 04

Incident
Response

Process Design

IR Workshops
 & Attack
Training

Forensic
Services 

On-Demand

Castellum IR & Forensic



Ransomware Response & Recovery
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Castellum’s Three parallel
approaches are adopted, for

rescue, response and
recovery 

Assess damage 
Recovery attempt for data 
Root cause analysis & conclusion 

Forensic & Data Recovery​

Find attack route 
Establish compromise state 
Block from further escalation 

Containment Actions​

Full search and clean up 
Isolation completion 
Secure config 

Cleanup & Ops Resumption 

03

01

02



Guiding Process 
for Response

Activated your IR
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Containment 

Further containment
actions to be decided and
communicated to incident

tech action coordinator 

Ransomware 
Incident

Coordination

Coordinate with triaging committee,
assess severity of ransomware
attack 

Gather IR team, pick people
from system, network &

cloud teams 
Scope the investigation for 

incident response 
and closure 

Collect IR documents and
system, network and 

cloud data 

Biz Escalation 

Communicate to biz along
with incident summary page

for potential PR and legal
actions 

Reporting 

Collect evidences,
decide about forensic

needs and prepare
incident reports 

Termination 

Communicate closure of
incident to all stakeholder
along with incident closure

statement 

Feedback 

Conduct post incident
meeting for sharing
learning, intelligence

and corrections 

Inciden Response
process in document Get IR 

Activated
MEANS NOTHING



IR & Attack Simulation
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Simulation Based

Table Top Exercise

Instructor Let Training

01

02

03

Attack
Knowledge

Comprehensive
Detailing of attack

scenarios

IR

Simulation based
deep dive exercise

Forensic

Real Life forensic
problem solving



(Either a direct access
 or through a phishing) 

RDP Access 
Known Credentials 

RDP Access 
Known Credentials 

New processes,
“C”/”R” created (for 
copy / encryption) 

Csrss.exe executed 
from unusual location 

Data Extracted 
(Taken to C2C) 

(Taken to Darkweb) 

Forensic Service / Experts on Demand
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Internal laptop 
Employee laptop 

Team Viewer
Compromised 

Large no of special
privilege logons 

System audit
policy changes 

External connection 
made for extraction 

Data Copied & Encrypted 
(Local on server) 

(.play encryption) 

Shutdowns 
& Server Controls

Ransomware
Tools/Tech
inititated 

Forensic Experts 
with real life 

work



About Castellum Labs
All Services delivered
from Global Security

Delivery Center (GSDC)

Strong handpicked team of
(best of security talent

globally)

Subscription & annual
contract modeled services

delivered globally

Based in Hyderabad, India
with global customer base

across India, US, Europe

Started by people with
decades of product, services

& deep tech experience

Value + Impact from Day 
One, No Installation & No

Deployment

www.castellumlabs.com +91 7842046995

Attack Surface Reduction

Zero Trust Micro Architecture

Orchestration & Automation

Real Time Detection & Response

Automated governance
SecOps automation
Automated response

#1

#2

#3

#4

Inline AS detection
External AS validation
Continuous remediation

Zoning and isolations
Contextual runtime set
Transient access model

Real time detection
Active threat hunting
Proactive responses

Unified View of Security ...
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